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Multiuser Chapter 2

Protecting Y our Server

Quote: "What is your name?"
"1 am Arthur, King of the Britons"
"What is your quest?"
"l seek the Holy Grail"
"What is the windspeed velocity of the swallow?"

Monty Python's "The Holy Grail"

Running a server on the Internet can be arisky business. Your aim isto provide a service
to bonafide users. Unfortunately, atiny minority of internauts may find other ways of exploiting
your server, ranging from the practical joke to the criminal. Asfar asthe Multiuser Server is
concerned, you want to prevent unauthorized movies using your bandwidth, server resources and
disk space. With the default settings, all the hacker needs is the IP address of your server and the
port number the MultiuserServer isrunning on. While it isimpossible to protect your server
completely and still provide a service, taking a number of basic precautions will make your
server aless appealing target than the next one. In this chapter, you will find out how to create a
simple database of trusted users and how to limit unwanted access to your server without limiting

the service you provide.

Note: In the text that follows, | refer to hackers as "he". Either the she-hackers are
much more careful not to get caught than the males, or there are far fewer of

them.

(1)Gaining Access to the Server

Neither friend nor foe can connect to your server unless they know itsvital statistics. The
Multiuser Server is an application that runs on a physical machine. Think of the machine as a
tower block in the business part of town, and the Multiuser Server application as a company with

one or more offices in the tower block. To connect to the server, the user must know both the
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address of the physical machine (its IP address), and the number of one of the offices that the
server application works from (its port number). If the server is properly protected, the user must
also show an identity card at the door and may be refused entry if the card is unknown or

suspicious.

(2)IP Addresses

Each physical machine connected to a network (Internet or intranet) has an IP address.
"IP" stands for Internet Protocol. An IP addressis aset of four numbers separated by dots, such
as 123.45.67.89. Each of the numbers will always be in the range 0-255. A computer that is not
connected to a network may have an IP address of 127.0.0.1 or 0.0.0.0 by defauilt.

There are several waysto find out the IP address of your computer. (Your IP addressis

likely to be different from the values shown below).

» Launch the MultiuserServer application on your machine, then select the menu State >

Server. The IP address will be displayed in the server's console, as shown in Figure 1.

Hultluserﬁewer
FI|E Yiew | Status Help
B
# Allocating « M E 2D

SE[S

B Allocated Groups

# 2001012 Databases r incoming connections.

# Server Information

# Server IP address: 192.168.1.253
|
E

B Server port: 1626

# Mumber of connections: B0 available, 0 in uze.
# Mumber of connections awaiting lagan: 0

# Mumber of mowvies: 0

g1 o

Figure 1: Determining the Multiuser Server's | P address and port number

* Typethefollowing command into the Director's M essage window:

put xtra("Miltiuser").new).getNet AddressCooki e( FALSE)
-- "127.0.0.1"
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*  On Macintosh, choose the menu Apple > Control Panels > TCP/IP. The TCP/IP window
should open. If you are permanently connected to a network, the IP address should be
displayed. If you use adial-up connection to connect to the Internet, you may find that your
IP address is determined by the server you connect to, in which case it may be different every

time you connect.

*  On Windows, choose Start > Run then type "wi ni pcfg" (without the quote marks). TheIP
Configuration window should open. If your IP addressis not displayed directly, try a
different configuration in the dropdown list. Ason Macintosh, your machine may not have a

fixed IP address if you are not connected to a network on a permanent basis.

The form of your machine's I P address depends on the type of network your machineis
connected to. If it isconnected to the Internet, the IP address needs to be unique. All machines
on the same local network must have distinct IP addresses. However, two machines on two
separate local networks can have the same local 1P address, so long as they do not have a direct
connection to the Internet. One range of 1P addressesis reserved for local networks, another for

Internet use.

(2)Ports and Protocols

Certain applications, such as the MultiuserServer, open ports when they run. A portisa
door through which a user on another computer can exchange data with the computer running the
application. Only one application at atime can use a particular port. Unlessit is providing a
basic service such as http or ftp access, the application which opens the port islikely to require a

username and password before it will alow any datato enter or leave.

Even once a connection is established via the port, the application that opened the port
will only know how to deal with certain types of data. For instance, the Multiuser server can
only handle incoming commands in the format sent by the Multiuser xtra, and it will only return
aproperty list in reply. If incoming data does not conform to the expected protocol, the

application should ignoreit.
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(2)Firewalls

A firewall is a software application designed to limit access to the open ports. Without a
firewall, anyone can send data to an open port, and try to retrieve information in return. Thereis
nothing to prevent a hacker from testing a whole series of usernames and passwords in order to
gain admittance. If you install afirewall, you can ensure that only users at registered IP
addresses or domains can connect. The hacker thus doesn't get a chance to run his tests... unless

he isworking from atrusted domain.

Each incoming packet of data is accompanied by information on who sent it. The
firewall reads this information, and rejects any packets of data with the wrong credentials. (It
may also take stronger dissuasive action). Y ou can configure the firewall to react differently for
each port. For instance, you are likely to leave port 80 open to all-comersfor http access, and
perhaps also port 21, which handles the ftp protocol. If you are creating a multiuser application
for public use, you would also want to allow anyone to connect to port 1626 (or whichever other

ports you have chosen).

You'll find below a simple server-side script that acts as a firewall for your Multiuser

Server. You will be able to customize this for your own needs.

(2)Proxies

A proxy isaserver application. It can have two functions. It can store frequently used
datain a cache so that you don't have to search the Internet for it each time you need it. Thisis

the better-known function, but this doesn't really concern us here.

A proxy can also allow you to connect to a network when your IP addressisin the range
allocated to local networks: 192.168.xxx.xxx. An internet-based server cannot respond to such
an address since it is not unique: another user in another local network can have the same
number. Most companies have alocal network. If your users work for such a company, they will

not have direct accessto the Internet: al their interactions must pass through the proxy server.

At therisk of oversimplifying, the proxy server will define which ports the user can
connect to the Internet on, and which ports will be visible from outside. Certain public Internet

Service Providers, such as AOL, aso use a proxy server system.
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(1)Registered Users Only

The simplest way to protect your server isto create a database of trusted users. Each user
will have alog-on name and a password. With such a system in place, the only way an
unauthorized user could gain access to the server would be to discover alogon/password pair.
The protection could be strengthened by requiring the trusted user to log on from atrusted IP
address.

The question is. how should the log-on name and password be attributed? The safest
system is not necessarily the most user-friendly, and our purpose here isto add protection
discretely. The system | shall show you in this chapter allows users to set their own log-on name
and password the first time they connect. This system hasits Achilles heel. In order to create his
or her own database record, the new user will momentarily have to be granted administrative

privileges. We will do our best to protect this Achilles heel.

This users database can be used as more than just a security system. Y ou will also be
able to store information concerning your users, such as their subscription renewal date or an
activity log. Asyou will seein later chapters, more complex database systems rely on the same

techniques.

In the text that follows, | don't make the distinction between the server and its xtras.
Technically, the multiuser features that you will be using to create the database are controlled by
the DBODbjects Xtra. The database itself is stored in the files in the DBObjectFiles folder.

(2)A Test Doomed to Failure

Creating a user database is both smple and tortuous. Simple, because the Multiuser
Server isdesigned to handler database records. Tortuous because the information on how to set

about creating the database is scattered in a variety of places.
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Let's start with atest. The official PDF documentation, "Using Shockwave Multiuser
Server" gives the syntax for creating a user record in the creat eUser entry in the "Server,

group and database commands" section of chapter 3. Figure 2 shows the suggested example.

Example  This statement creares a new DBUser object for the user Bob with the password
MySeeret and a user level of 40

errCode = ghiultrisernstance sendiethessagel"systerm. DBAdmin.createlser’, "anySubject”,
[#userD: "Bob®, #password: "MySecret’, #userlevel: 40])

Figure 2: Theofficial examplefor the system.DBAdmin.createUser command

However, if you test this, the result is not what you might expect. Perhaps the easiest way
to test is to open the movie MUSyntax.dir, which you will find in the folder

Multiuser\DSWMedia\ on the CD-Rom that accompanies this book.
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Launch the MultiuserServer application. If necessary, use the State > Server menu to
check the IP address and port number that the server isrunning on. Now launch the MUSyntax
movie, and ensure that connect ToNet Ser ver is selected in the commands dropdown list.

Modify the connection parametersif necessary, and then click on the "Execute”" button.

¥ MultiuserServer 1O

File  Wiew Statusz Help

Shockwave Multiuzer Server.
Freading the M A MUSyntax - Director 8.5
File Edit Yiew Inzert Modify Control #haz Window Help
* Runbimedittrib
e | M USyntax Stage [100%)

* Databaze(bje |conneCtTDNEISEWEF ;l [Execute ][ stral"multiuser”).new() J

* LingoM xtra | USEr name Password Server IP Address Port Number MovielD
TUserName Pas=sword 12z _168.1.253 15265 Tesd
Idefault ;| « Mode Encryption » 1627 4 Local UDP Port

B allocating cor

,,,,,,,,,, gMultiuserInstance connectToNetSerwver [ [#remotelddress: "1922_168.1_ 253",

# Allocated 50 #logonInfo: [#userID: "UserName", #password: "Password", #mowieid: "Test"],
#2001/01/31 - m‘

remoteTCPPort: "1&E&", #localUDPPort: "18EZ7"]1)

<I gMultiuserInstance = xtral"maltiuser") _newi)
put glfultiuserInstance
—-- =¥tra child "Multiuser" 3 4et234-

SO0 opEn

errorCode = gMaltiuserInstance. setMNetMessageHandler (fdefanlcMessageHandler, me, O, 0, 1}
put errorCode
—— 0 (No Error)

errorCode = gMaltiuserInstance. conhectToMNetServer ( [fremoteliddress: "192_168. 1. 253",
flogonInfo: [#userID: "UserName", #password: "Password", #movieid: "Test"],
#remoteTCPPort: "1EEE", #localUDPPort: "1&EE7"])

put errorCode

—— 0 (No Erraor)

== [ferrorCode: 0, f#recipients: ["UserMName"], #senderID: "Systen", #subject:
"Comnect TolletServer", fcontent: <Mull>, ftimeStamp: 0]

[] User-triendly display of meszages received [] Confirm betfore executing & Lingo command

[llustration 1

In the console, lines beginning with => indicate incoming messages sent by the
Multiuser Server. If thevalue of the #error Code property isanything other than zero, a
problem occurred. If this happens when you try to connect to the server, check that the

connection parameters are valid.

Once you have connected successfully to the server, choose sendNet Message inthe
Commands dropdown list, and syst em DBAdmi n. cr eat eUser inthelist of recipients

recognized by the server. Y ou can accept the default parameter values or modify these to
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correspond exactly to those given in the example in Figure 2. In either case, the result will be the

same. When you click on the "Execute" button, the console should appear asin Figure 3:

i MUSyntax Stage [100%) | x|

|sendNetMessage ;l xtral"multiuger,.newi) ]

Recipients #string Subject #=tring Content  #proplist

Is_l,lstem.DB.-'l'-.dmin.createLlser ;I |< See zubject field below > ;I

"gysten. DEAdmIn. createlisan” "anySubject " h#userID: "Boh", f#password: "M
#proplist  [frecipients: "systen.DBAdwmin. createllser", #subject: "anySubject', fcontent: :fi

[#userID: "Bobk", #password: "MySecret", fuserlewel: 40]]

[Judp i

errorCode = gMultiuserInstance. connectToMNetServer | [#remoteldddress: "13E_ 168.1.z53", _;J

flogonInfo: [#HuserID: "UserMame", #password: "Password", #Hmowieid: "Test"],

firemoteTCPPort: "1l8Z&", #localUDPPort: "1&6z2Z7"])
put errorCode
-— 0 (Mo Error)

== [#ierrorCode: 0, frecipients: ["UserName"], #senderID: "System", fisubject: _J|
"ConnectToNetServer", f#content: <Nullx, frimeStamp: 0]

errorCode = gMaltiuserInstance. sendNetMessage ("systen. DBAdnin. createlUser", "anySubject",
[#u=zerID: "Bobk", #password: "MySecret", fuserlewel: 40])

put errorCode

-— 0 (Mo Error)

== [#errorCode: -Z147Z21519%2, #recipients: ["UserName"], #senderID:

"system. DBAdmin. createlUzar", f#subject: "anySubject", fcontent: [#HuserID: "Eok"],

fitimeStanp: L5333L5E58]

** Error: -21472161%2: Mot permitted with this user lewvel ‘:J
[J User-triendly display of messages received (<] Confirm hefore executing & Lingo command

Figure 3: The system.DBAdmin.createUser command
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What's this? "Not permitted with thisuser level"? What isauser level, what level do

you need to execute the creat eUser command, and how do you acquire such alevel?

(2)Multiuser.cfg

The first thing that the MultiuserServer does when it is launched isto read the
Multiuser.cfg file, which livesin the same folder. Let's do the same. Y ou can open
Multiuser.cfg in any word processor. Y ou'll see that most of the linesin the file begin with the
pound character (#). This acts as acomment character: the MultiuserServer will only execute

lines that do not start with this character.

Scroll down to line 70 or so, where you will find the following text.

# Default user level for soneone |ogging on to the server.
# This is used if you do not specifically authorize | ogons
# with a database.

# Def aul t User Level = 20

Thislast line is commented out. However, since no DefaultUserLevel is defined, the
MultiuserServer will implicitly assign avalue of 20, as afallback default. You can already
deduce that 20 is not considered a high enough value for the cr eat eUser command, but you'll
need to look alittle further to determine what the user level value should be if you are to create a

record for your new user.

Look at line 280 and the following lines:

# Set the userlevels required to execute vari ous comrands

# Adm n commands

Xt raCommand = " Syst em DBAdm n. O eat eUser 80"

Xt raCommand = " Syst em DBAdm n. Del et eUser 80"

Xt raCommand = " System DBAdm n. O eat eAppl i cati on 80"

Xt raCommand = " Syst em DBAdm n. Del et eAppl i cati on 80"

Xt raCommand = " System DBAdm n. O eat eAppl i cati onData 20"
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Xt raComrand = " Syst em DBAdm n. Del et eAppl i cati onData 20"
Xt raComrand = " Syst em DBAdm n. Get User Count 80"
Xt raComrand = " Syst em DBAdm n. Get User Nanes 80" "

Though thisis not very explicit, you should be able to work out that the default user level
of 20 allows you to use commands such as Syst em DBAdm n. O eat eAppl i cati onDat a and
Syst em DBAdmi n. Del et eAppl i cat i onDat a. However, other commands, and notably

Syst em DBAdm n. O eat eUser which concerns us here, require a user level of 80.

This explains why the server rejected your request just now, with the excuse that the

createUser commandis Not pernmitted with this user |evel.

(2)Obtaining privileges

So how do you provide the current user with a privileged user level? There are several

solutions. Let's start with the worst one.

First, you could set the DefaultUserLevel parameter to 80 in line 76 of the Multiuser.cfg
file. Instead of...

# Def aul t User Level = 20

... you could use...

Def aul t User Level = 80

Try it. Make the change shown above and save the Multiuser.cfg file. Now restart the
server, and reconnect to it viathe MUSyntax.dir movie. Choose sendNet Message in the
Commands dropdown list, and syst em DBAdm n. O eat eUser in the Recipients dropdown list,
just asyou did earlier. Then click on the "Execute” button. Thistime the server is happy to do

your bidding. Figure 4 showsyour request and the server'sreply to it:

errorCode = gMultiuserInstance. sendNetMessage | "systen.DBAdwin. createlser", "anySubject",
[#userID: "Bob", #password: "MySecret", fuserlewvel: 40])

put errorCode

-— 0 (Mo Error)

== [ferrorCode: 0, frecipients: ["User name"], #senderID: "system. DBEAdwmin. createlUser",
fisubject: "anySubject", #Hcocontent: [fuserID: "Bob"], #timeStamp: 64564711, #udp: 0]

Figure 4: Creating a new user record

10



Director Shockwave Studio Developer's Guide SMUS Chapter 2 February 21, 2002

Success! But what is the cost?

Caution: The user level that you set in the Multiuser.cfg file will be used for all movies
that connect to the server. That means both the movies you yourself create and
those written by hackers who may try to exploit your server. The modification
that you have just made gives any such hacker extensive privileges. This is
likely to be something you would prefer to avoid. Before going any further, you
should set the DefaultUserLevel parameter in line 76 of the Multiuser.cfg file
back to its default value of 20. Relaunch the server so that it uses the corrected

configuration.

A dlightly better solution could be to lower the userlevel required to create a new user

record. You could modify line 284 of the Multiuser.cfg from...

Xt raCommand = " Syst em DBAdm n. O eat eUser 80"
.. to...
Xt raComrand = " Syst em DBAdm n. O eat elUser 20"

Thiswould allow any movie that logged on (including a hacker's) to create new user
records, but the new users in question would not be allowed a userLevel of more than 20. (You
can't create a user record with a higher level than your own current level). However, your hacker
could set up hismovieto create an endless series of new users, which might eventually overflow
your hard disk space. Thiswould disrupt your service. The solution | propose below should

make this more difficult.

(2)Using the Movie.cfg file

The parameters set in the Multiuser.cfg are applied by default to all movies that connect
to the server. However, you can configure each movie differently. In the same folder asthe
Multiuser Server and the Multiuser.cfg file, you will find another file named "Movie.cfg". The

Movie.cfgfileis provided as an example that you can copy and modify. Open it in any word

11
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processor. It resembles the Multiuser.cfg in anumber of ways. The main differenceisthat it is

not read automatically when the server is launched.

The connect ToNet Server () command requires a number of parameters. If you have
been using the default values of the MU Sytax movie, you will have been using acommand

similar to the following:

errorCode = gMil tiuserl nstance. connect ToNet Server ("127.0.0. 1", 1626,
[#user I D. "UWser nane", #password: "Password", #novielD "Test"])

What would happen if you changed the value of the #novi el D property to " Movi " ?
Try it and see. Inthe MUSyntax movie, choose connect ToNet Ser ver inthe

Commands dropdown list and type the word “ Movi e” (without the quotation marks) in the

MovielD field. Now click one of the "Execute" buttons.

Asfar asyour movie is concerned, nothing unexpected happens. However, if you look at

the console of the Multiuser Server, you will see something new.

= ]

[ MultiuserServer Mi=] E3
File “iew Statuz Help

Shockwave Muliuzer Server. |-

Fieading the Multiuser. cfg file.
* Runtimedttributes «tra has been loaded.
* DatabaszeObjects stra has been lnaded.

* Lingo%M stra haz been loaded.

# Allacating connectiong.

# Allocated 50 connections.

# 200101431 17:39:05 W aiting for incoming connections.

+ 2001401431 17:33:10 Created movie Movie.

Reading the Mowie.cfg file.

+ 2007/01431 17:33:11 Created group @Al zers in movie bMovie,

+ 2001400431 17:39:17 Uszer name [192.168.1.253) connected to movie Mowvie,
+ 2007401431 17:332:171 Uzer Uzer name joined group @Al sers.

| B

) K|

[llustration 2

12
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Note that after the server recognizes the movie "Movie", it reads in the contents of the file
"Movie.cfg" and executes any uncommented lines. In particular, when it executestheline...
echo Reading the Mwvie.cfg file.

... the result shows up in the server's console.

If you now connect to the server using adifferent #user Nane but with the same
#novi el D, theinstructions in the configuration file will not be executed a second time. The
server checksif any other movies with the given #novi el D are currently running, and if not it
checks if there is a configuration file associated with the new #novi el D. Asyou have seen, a

movie configuration file is not essential.

Since the Movie.cfg fileisamodel, it's best not to modify it in any way. Instead, make a
copy of the Movie.cfg file and rename the new file " Subscribe.cfg". Open this new file and

modify line 25 so that it now reads as follows:

echo Readi ng the Subscribe.cfg file.

This changeis purely cosmetic. It will allow you check that the appropriate movie
configuration fileis being read when you connect to the server using "Subscribe” as the value for
the #novi el D property.

Y ou can now make a much more important change. Modify line 53 so that instead of ...

# Def aul t User Level = 20

... it now reads...

Def aul t User Level = 80

13
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Thiswill give you enough authority to create a new user record. The maximum user level
appearsto be 100. With auser level of lessthan 100, you do not have access to other users
passwords. If you try working with auser level higher than 100, you may find that your requests
arerefused with an errorCode of -2147216197: Server internal error.

Save your changes to the Subscribe.cfg file, then use the MUSyntax movie to connect to
the server using the #novi el D "Subscribe”. The connection command should look something
likethis:

errorCode = gMil tiuserl nstance. connect ToNet Server ("127.0.0. 1", 1626, [#userlD
"User name", #password: "Password", #movielD "Subscribe"])

Check in the server console that the Subscribe.cfg file has been read.

In the MUSyntax movie, choose sendNet Message in the Commands dropdown list, and
use the same parameters for the syst em DBAdni n. cr eat eUser command that you used earlier

(see Figure 3).

Note:In order to gain access to your database, a hacker will need to know the value of
the #novi el D parameter that you use for your administration movies. It is thus a
good idea to use an unusual #movielD: | use "Subscribe" here for clarity, but it is
probably one of the first values that a hacker would try. A #movielD that
resembles a cartoon swear word, such as "&#@8!22" is much more difficult for a

hacker to guess.

14
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(1)Unique user records

Depending on how closely you have been following, the server may either grant your
reguest (which is encouraging), or refuse it (which shows that you've been paying attention). If
the server grants your request (see Figure 4), send it again. The second time, the request should

be refused (Figure 5) because you can only create one user record with a given user name.

errorCode = gMultiuserInstance. sendNetMessage ("system DBAdmin. createlzer", "anySubject",
[#userID: "Bob", #password: "MySecret", fuserlewel: 40])

put errorCode

-— 0 {Ho Error)

== [ferrorCode: -Z147216184, frecipients: ["User name"], fsenderID:
"system DBAdmin. createllser", fsubject: "anySubject", fcocontent: [HuserID: "Bob"],

fitimeStamp: TOZ3738]
** Error: —-2147Z16184: Data record is not uniogue

Figure5: Only oneuser record is permitted for a given user name

15
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(2)Connecting as a Registered User

WE'l look more closely at the database structure in just amoment. Before that, let's see

how the existence of a user record changes the log-on process.

Up to now, the server has been happy to let you log on with any userID, password and
movielD. (Actualy, that's not quite true: you can't use " System™ as a userID, nor "Multiuser” as
amovielD, since both these words have a special meaning for the server). But now that "Bob" is
aregistered user, you will no longer be able to log on as "Bob" unless you use the password
"MySecret".

Try it. Inthe MUSyntax movie, choose connectToNetServer in the Commands dropdown
list, and enter "Bob" as the user name and "TheWrongPassword" as the password. (The
#novi el D parameter can have any value). Now click on the "Execute” button. Y ou may have to
wait awhile before the server will reply. A ten-second pause is built in to the server so that
hackers cannot bombard it with user names and passwords in the hope of opening a connection.
Eventually your movie will receive areply with an errorCode of -2147246220, indicating that the
server has refused the connection. The errorCode stands for "Invalid password”. Try again using
the correct password: "MySecret”. Thistime the reply should be much faster and the errorCode

should be zero.

16
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i MUSyntax Stage [100%) | x|

|c:n:nnnec:tTn:nNetServer ;l [Euecute ][ xtra“multiuser”).newr) ]

User name Password Server IP Address Port Humber MovielD

Eob MrSecret 192 168.1. 253 15E6 AnyMowvie

{ default _~|+Mode Encryption » 1627  Local UDP Port

gMaltiuserInstance. connectToNetSarwver | [fremotelddress: "192_ 168.1.253",

flogonInfo: [#userID: "Eob", #password: "MySecret", fmowvieid: "AnyMowie"],
%remnteTEPPnrt: 16Z6, #locallUDPPort: 1&E7])

errorCode = gMultiuserInstance. connectToMNetServer | [#remoteldddress: "13E_ 168.1.z53",
flogonInfo: [#userID: "Bob", f#fpassword: "ThelWlrongPassword", f#movieid: "AnyMowie"],
fremoteTCPPort: 1626, #HlocallDPPort: 16E7])

put errorCode

-— 0 (Mo Error)

== [#ierrorCode: -2147216zzZ0, f#recipients: ["Bob"], #zenderID: "System", fisubject:
"ConnectToNetServer", #content: <=MNullx, #frimeStawmp: 0, #Hadp: 0]
** Error: -2147E16EE0: Invalid Password

errorCode = gMaltiuserInstance. contnectToNetServer | [#fremoteldddress: "19E_168_1.E53",
flogonInfo: [#HuserID: "EBob", #password: "MySecret", fmowvieid: "anyMowie"],
fremoteTCPPort: 1626, #HlocallDPPort: 16E7])

put errorCode

-- 0 {(No Error)

== [#ierrorCode: 0, frecipients: ["Bob"]l, f#senderID: "System", f#subject:
"ConnectToNetServer", #content: <=MNullx>, #frimeStawmp: 0, #Hadp: 0]
[J User-triendly display of messages received (<] Confirm hefore executing & Lingo command

O O§mo

[llustration 3

(2)User Record Required

Why does the Multiuser Server now react differently? The answer linesin lines 226 -

241 of the Multiuser.cfg file:

1

1T

T

# Set the authentication level that determines who can log on

#to the server. Possible values are:

None - anyone may log in with any name and password

(aslong as another user has not aready connected

to the movie using the same name) [thisis the default]

UserRecordRequired - users may only log in if they

have a DBUser record in the database

UserRecordOptional - if aDBUser record exists for the
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the given name, then the correct password is
required. If thereisno record, then the
connectionisalowed. (user level set to the
value of "db_default_userlevel")

H O H H

H

XtraCommand = "Authentication UserRecordOptional”

Y ou can further reinforce security by changing line 241 so that it reads:

XtraCommand = "Authentication UserRecordRequired"

Caution: If you do this, you will have to create user record for the administrative movie
itself. If you did not do this, the administrative movie would not be able to log on,

and could thus not create new user records.

Fortunately, the Multiuser.cfg file provides away of creating arecord automatically, as
described in lines 296-3009:

H

# Use the foll owing coomands to create extra user accounts

# in the database when the server starts up. These accounts

# are pernanently added to the database, so future nodifications
# to a usernane are not effective. Once that user is created, you
# could renove the line fromthe config file. The user |evel nust
# be an integer value, do not use spaces. The tenplate for

# setting this is:

# Xt raCommand = " O eat eUser <user Name> <passwor d> <user Level >"
# Exanpl es:

# Xt raCommand = " Creat eUser Marge Home! 100"

# XtraCommand = " QO eateUser Honer doh! 25"

# Xt raCommand = " CreateUser Apu nono 80"

H

Try adding the following line to the Multiuser.cfg file at this point:

Xt raCommand = " O eat elUser Adm nMovi e Openb5esame 80"

18
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(Just to be tricky, I've used numbers instead of |etters for the "O" and "'S").

Save your Multiuser.cfg file, close down the server, relaunch it, and then try to log on. If
you chose to set the Authentication parameter to UserRecordRequired, only two
username/password pairs should now work: Bob/MySecret and AdminMovie/OpenSesame. All
others should be blocked. However, you can still create new users by logging on as
AdminMovie. Since AdminMovie has auser level of 80, you don't specifically need to log on
using the #novi el D "Subscribe" to create new users. Bob, however, only has a user level of 40,

so he must log on viathe "Subscribe" #novi el D in order to make changes.

Y ou now have two ways of creating a new user record: you can allow new usersto create
their own records via an administrative movie, or you can handle the record creation yourself, via
an administrative password. You could use the first system if you want your Multiuser Server to

be open to the public and the second system if you want to ensure confidentiality.

(1)Inside the Database Files

New Files. DBReader.dir, DBReader.cfg, DBReader.Is

How do the filesin the DBODbjectFiles folder work? David Simmons, Macromedia's chief

engineer on the Multiuser Server Technology, provides the following details:

The DBObject files aren't officially documented anywhere, but they are .dbf fileswith a
FoxPro index. The DBODbject database uses the Sequiter Codebase engine to create and access

them.

Thefile structure isn't very complicated. Most are lookup tables that convert between a
string (attribute name, userID, etc) to an internal 1D number. Then other files contain the actual

data. There's one that keepstrack of the ID numbers. Here's a quick summary:
» Applications - maps between an application name and ID number

» AppData- maps between adata ID and an application ID

» AttrList - maps between an attribute name and ID

» Attributes - hasinfo about attributes (owner ID, size, etc)
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» |IDTable - keepstrack of the internal ID numbers so we don't get duplicates
* Players- mapsuser ID & application ID to aplayer ID
* RawData - has actual attribute data

* Users- hasUser's name, internal 1D and password

(2)Browsing the database

You'll find amovie named "DBReader.dir" in the Multiuser\DSWM edia\DBReader\
folder on the CD-Rom that accompanies this book. This client movie requires the presence of
either DBReader.cfg or DBReader.Is on the server. Both thesefiles are available in the same
folder on the CD-Rom. Each file serves adifferent purpose. The DBReader.cfg gives you
permission to read given database files, and DBReader.Is can be used to recreate DBReader.cfg
dynamically.

The DBReader.cfg file should be placed in the same folder as your Multiuser Server. It
contains alist of data base files which the DBReader.dir movie may have accessto. | have
included the full list of standard files:

Iy
IT

# General database files for the server. This is a list of
# dat abases associated with nmovies that will connect to the server.
# You nay al so express a path |ike

# Dat abases = " @db\ H Scor e. dbf "
# or, on a Maci ntosh
# Dat abases = "@db: H Scor e. dbf "

# to access a path relative to the server program

Iy
IT
17

Dat abases =\

" @DBMpj ect Fi | es\ AppDat a. dbf " '\

" @DBMj ect Fi | es\ Appl i cations. dbf " \
"@DBMhj ectFiles\Attributes.dbf" \
"@DBMjectFiles\Attrlist.dbf" \
"@DBMj ect Fil es\|dtabl e. dbf" \

" @DBMj ect Fi | es\ Pl ayers. dbf" \
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" @DBMj ect Fi | es\ Rawdat a. dbf " \
" @DBMj ect Fi | es\ Users. dbf "

Note:The server does not treat the "@" the same way that Director does. If your server
is running on a Macintosh, you should replace all the backslash (\) characters in
the file name to colons (). You will find a DBReader.cfg file written this way in
the folder Multiuser\DSWMedia\DBReader\MAConfig\

If you have other files that you wish to read, you can manually add them to thisist.
Remember to use the backslash character at the end of each line (except the last) to indicate to
the server that the list of files continues. If the DBReader.cfg file is available, any movie that
logs on with the moviel D "DBReader” will be able to query any or all of the listed files.

(2)Modifying the Configuration File Dynamically

The DBReader.dir movie will work with DBReader.cfg file on its own. Server-side
scripting adds power: it can be used to modify the DBReader.cfg file remotely, and thus update
the list of accessible database files. But power hasaprice. To force the Multiuser Server to read
the updated DBReader.cfg file, all movies which connect with "DBReader" asthe novi el D
must be disconnected so that the server will delete the out-of-date "DBReader” movie object.
The new values in the DBReader.cfg file will be read in when the next connection with the
"DBReader" novi el D is made.

If you want to be able to update the DBReader.cfg file dynamically, you will need to
install the DBReader.Is script in the "Scripts® folder, and add alineto the on scri pt Map
handler in the Scriptmap.Is script. :

t heMap. append( [ #novi el D " DBReader ", #scri pt Fi | eNarre: " DBReader. 1s"])

(I'll explain the Scriptmap.Isfile in more detail in alater chapter). Figure 6 showsthe on

scri pt Map handler asit may now appear:
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& Scripts =] 3
J File  Edit “iew Go Favortes  Help ‘

J Address Il:l C:AProgram Files\MacromediatDirector 3. 555 hockwave Muliuser Server 3.Dh50m
DEBReader |z Scriptmap.ls Digpatcher. lz GlobalScripts 1z

a Scrptmap_ls - Notepad
File  Edit Search Help

—— The =scriptMap handler below uses the append command to construct its :J
—-— list of property lists by adding them one at a time to the list wariable

-— theMap. To add additional scripts to the ScriptMap, add lines to the

—— handler below using the identical theMap. append() syntax and specifying

—-— wour own fmovielD's and #scriptFileMames.

on scriptMap

theMap = []
——theMap. append{ [ fmowvieID: "BlackJack*", fscriptFileName: "BlackJack.ls" ] }
——theMap. append|{ [ #mowvieIDl: "Debug", #grouplID:"@DebugCroup", #scriptFileNawme: "Debug.ls" ] )

theMap . appendi{ [ #wovieID: "DEReader", #scriptFileMName: "DEReader.ls" 1 )

return theMap

end

4] AW

Figure 6: Enabling a server-side Lingo script

Caution: If you can read any *.dbf file using this movie, so can anyone else. The
DBReader.dir movie is intended for authortime tests only. Do not leave the
DBReader.cfg file next to your server when you make your server public. If you
feel that you must use this technique to read database files on a public server,
follow the precautions described in the DBReader.Is script. This will ensure that

the only you can read the database files, and only from your own machine.
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The server-side script technique can be foiled by setting the Al | owMovi e configuration

parameter in the Multiuser.cfg file (see the "MovielD Discrimination” section on page 41 below).

Thiswill ensure that the MultiuserServer will not read in any modified version of the

DBReader.cfg file: only the database files authorized by your original version of the
configuration file will be accessible.

Figure 7 shows how the DBReader files should be placed so that the DBReader client
movie has the greatest effect.

-

hockwave Multiuzer Server 3.0

Edit  “iew Go Favortes  Help |

5
Eile
&dd

J
J

ress ] C:AProgram Fileshk acromediahDirector 8545 hockwave Multivzer Server 3.0 "I

O O O @& 9 9

DBObjectFiles Scrpts Hhaz MulbiuzerSer. ..
& Scripts k

J File Edit “ew Go Favortez Help |

Multiuzer.ctlg DBReader.cig

IS [=] E3

.ﬁ.ddress E8 C "Program Files'M acromediatDirector 854S hockwave Multiuser Server 3.045 cripts *I

DBReader. |z

. . . . ‘

Digpatcher.ls  GlobalScrpt..  Scriptmap.ls

=

Figure 7: Whereto placethe DBReader.cfg and DBReader .Isfiles

Figure 8 shows how the DBReader.dir movie looks when you read the contents of the

Users.dbf file after

having created the users Bob and AdminMovie:

! DBReader Stage [100%)
[ Disconnect ]|@\DEObjectFies\USERS. DEF =
Im Tame password :fj
1._aooa EBOE MySecret
Z._.aooo LDMINMOVIE Openfbesame

=

Database file clozed

Figure 8: Reading the Users.dbf database file
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Database files are case-sensitive. The mixed case characters for the password values

indicate that passwords are case sensitive whereas the user names are not .

(2)Reading the Database Remotely

How does the DBReader.dir movie work? The main behavior "DBReader console” is
attached to the text member sprite. All the other behaviors dance attendance on this one.
Selecting a database file in the dropdown menu starts a series of sequence of messages between
the client movie and the Multiuser Server. (To be precise, the messages are sent to the server,
but they are handled DBObject Xtra). Each reply triggers a new message either until an error
occurs or until the contents of the database file are read in to the client movie and the database
fileis closed.

& Behavior Script 12:DBR eader console _ O] =]
+ | 4 | 3 | IEIDBHeader consale 2' | 12 IScripts j

IDpenDatabase j El :l#l L,|55§,| Ol:a;.l il

on openlatabase(me, whichDatabase) --—-—-—---—-—-——-—-—————————"——"————————— =l
—-— Bent by the "Awvailahle dbf files" dropdown list, and by
—-— connection() if the DBEReader._cfg file has bheen reset

—— ACTIOM: Asks the serwver for access to the <whichDatabase> file.
—— This will start a chain of ewents, with the following commands
—-— =sent in turn to the DEObject Xtra:

—-— RECIPIENT: COMTENT:

—-— "systemw DBF._ =zelectDatabase" (whichhatabhase)

—-— "systemw. DBF_ goToRecord" (W]

-— "system.DBF._ getBecordCount" ()

—-— "system. DEF. getBecords" (walus returned by getPecordCount)

—-— "systemw DBF._=zelectDatabase" EMPTY -- closes databhase =
| H

Figure 9: The DBF commands sent to the server
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Figure 9 shows which commands are sent to the server. These commands are described
in the "Flat file database commands" section at the end of the "Using Shockwave Multiuser
Server" manual. You can take alook at how these commands work in practice by studying the
on sel ect Dat abase() handler of the "DBReader console" behavior, plus the three handlers

which follow.

To resume (for those of you who are reading this with your computer switched off): the
DBReader movie asks the server to open the selected database file, and to count how many
records it contains. It then asks the server to read all records from record 1 to the end. The
server returns thisinformation as alist of property lists. For the information displayed in Figure
7, thislist would look like this:

[[#/ D 1.000, #nane: "BOB', #password: "nySecret"],
[#1 D 2.000, #nanme: "ADM NMOVI E', #password: "OpenbSesane"]]

The on convert ToTabl e() handler convertsthislist to a TAB- and RETURN-
delimited string for display in the text member. In the meantime, the server closes the database

file so that it can spend more time dealing with other things.

In the next section, you will be doing something similar using the following commands:
"syst em DBF. sel ect Dat abase", "syst em DBF. sel ect Tag", " syst em DBF. seek” and

"syst em DBAdm n. creat elser".

(1)Creating an Administration Movie

Let's now put thisal into practice.

Let'simagine that a prospective client asks you to design aweb site named Total
Shockwave Multiuser Experience. The content hasn't been finalized yet, but your client can

already provide you with the following set of notes concerning the log-on interface:

1. This is an on-line site, so you can assume that users will already

be connected to the Internet.

2. First time users must register a unique log-on name and a

password before entering the mulituser zone.
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3. The site is likely to be busy, so most popular log-on names will be
taken early. We want the registration process to be as quick and
easy as possible, but we do not want to make the list of existing

log-on names public.

4. Once a user is registered, logging on will occur automatically on
each visit to the site. However, a registered user logging on from
a different machine should be given the chance of entering his or

her own log-on name and password.

5. After connecting to the server, the user will see a menu screen
where he or she can choose between the different games that we

propose...

(2)Proof of Concept

Asyou will see below (or may have aready noticed), this specification is both incomplete
and ambiguous. Let's not worry about that yet. For the moment, let's just see how to make

something like this happen. Here's one recipe in pseudo-Lingo:

on repl yToSpec()
confi gur eSer ver ToRef uselnr egi st er edUser s()
adm ni strator = createUserAutomatically(w th userlLevel = 80)

tell the server
connect ToNet Server (as adm ni strator)
openTheDat abaseFi | e(" Users. dbf ")
sel ect Tag( user narme col um)

end tell

repeat while TRUE
tell the user
user Nane = AskThelUser For AUser Nane( )
password = AskThelUser For APasswor d()
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end tell

tell the server
i f not thisNanel sTaken(user Nane) then
cl oseCurrent Dat abaseFi | e()
new yQOr eat edUser = creat elser (user Nane, passwor d)
connect ToNet Server (as new yQr eat edUser)
exit repeat
end if
end tell
end repeat

go novi e "Choose your activity"
end repl yToSpec

February 21, 2002

The pseudo-handler above gives you the sequence of events. However, talking to the

server is asynchronous: you will need to send a number of messages and wait for the replies.

Thiswill mean setting up a system of callback handlers.

On the CD-Rom that accompanies this book, you will find a movie named

"SeekName.dir" in the Multiuser\Register\ folder. This movie is usable but not entirely reliable.

(You'll belearning from the mistakes it makes). Open the movie in Director, but don't ook at

any of the scriptsyet. I'm assuming that your Multiuser.cfg file includesthelines ...

Xt raCommand = "Aut henti cati on User Recor dRequi r ed"

and

XtraComrand = " eat eUser Adm nhMbvi e Open5esane 80"

Thefirst of these lines prevents unregistered users from logging on; the second creates a

registered user with auserlevel of 80.
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Start the SeekName.dir movie. Unless you're getting ahead or me, it should look

something like this:

[llustration 4

: SeekName Stage [100%) |
( )
( )

== connectToMetServer: Ma Errar

== System: Mo Errar

== zystem DBF selectDatabase: Mo Error

== system DBF selectDatabasze: Ervor with database

The reason you get an error is that you have not yet provided a configuration file which

gives the client movie permission to access the "Users.dbf" database file. To give your movie

such permission, create atext file beside the server, call it "SeekName.cfg" and giveit the

following text:

echo Readi ng the SeekNane.cfg file.

Dat abases = " @ DByj ect Fi | es\ USERS. DBF"

Now try again. Thistime you should be more successful. Thelast two linesin the

console should now read:
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<= system DBF. sel ect Tag: No error
=> system DBF. sel ect Tag: No error

Y ou can now type a name into the topmost field, and click on the "system.DBF.seek"

button. If al goeswell, you should see an error (yes, you read that correctly):

i SeekName Stage [100%) |

userHame|

sy=ztemn.DBF.seek H

[ syztem.DBAdmin.createllzer ]

== connectToMetServer: Ma Errar il
== System: Mo Errar

== zystem DBF selectDatabase: Mo Error

== system DBF selectDatabasze: Mo Error

== gyztem DBF zelectTag: Mo Error

== system DBF selectTag: Mo Error

== system DBF seek: Mo Error

== system DBF seek: Moved past heginning or end of
databaze

[llustration 5
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This error means that the name "userName" was not found, which in turn means that it should be
available for the new user record. You can now enter a password if you wish and click on the

"system.DBAdmin.createUser" button.

! SeekName Stage [100%) |
userHame
[ systemn.DBF.seek ]
pasSWord
== connectTolet=erver: Mo Error il
== =yztem: Mo Error

== zystem DBF zselectDatabasze; Mo Error
== system DBF selectDatabasze: Mo Error
== gystem DBF selectTag: Mo Error

== zystem DBF selectTag: Mo Error

== zystem DBF seek: Mo Errar

== system DBF seek: Moved past bedinning of end of
databaze

== gyztem DBF zelectDatabasze: Mo Error
== sy ztem DBF selectDatabasze; Ma Error
== zystem DBADmIn.createlzer: Mo Error
== sy stem . DBADmIn.createlzer; Mo Error
== connectToMetServer: Mo Errar

== System: Mo Errar

oo movie "Lokkey"

[llustration 6

If all went well, you should now find yourself looking at amovie called "Lobby.dir".
Y ou newly created user has successfully logged on.
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(2)Doublechecking

Y ou might like to open the "Users.dbf” file with the "DBReader.dir" movie, just to check
that arecord for "userName" was successfully entered.

» DBReader Stage [100%)
[ Disconnect ]|@\DEObjectFies\USERS. DEF =
Im Tame password ﬂ
1._aooa EBOE MySecret
Z._.aooo LDMINMOVIE Openfbesame
3.0000 USEDNAME passiord A

Database file clozed

[llustration 7

Notice that USERNAVE appears in uppercase letters, though when | entered it, only the
"N" was acapital. The databaseis designed thisway. The reason for thisis that case-sensitive
searching is faster than case-insensitive searching: if aletter doesn't match, a case-sensitive
search will test to seeif amatch would occur if the letter's case were changed, and this takes
time. For the same reason, the "syst em DBF. seek” command is also case-sensitive. Thishas

important consegquences, as you shall see.
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Come back to the "SeekName.dir" movie and restart it. Click on the
"syst em DBF. seek” toinstruct the server to look for a user whose name is the mixed-case
string "user Nane". The server complainsthat it can't find it. First the server told you that it had
successfully created a user record with the name you provided, and now it tells you that it can't

find that record.

Now type "USERNAME" all in capitals and try again. Thistimethe" syst em DBF. seek"

command should find the name and you should see an alert.

! SeekName Stage [100Z] ]|

USERHAME

system.DBF.seek k
=

& The name "JSERMNAKME iz already taken :]

==

==

==
== system DBF selectDatabasze: Mo Error
== gystem DBF selectTag: Mo Error

== zystem DBF selectTag: Mo Error

== zystem DBF seek: Mo Errar

== system DBF seek: Mo Error

[llustration 8

The moral of this story is: you must convert a username string to uppercase before you try
tofindit. 1 told you the SeekName.dir movie was not reliable. To make it morereliable, I've
included a couple of behaviors that you should drag onto the "userID" field in sprite 1. "Block
RETURN", which prevents you from adding a RETURN character to the "userID" field, and
"UpperCase" which acts asif the Shift-Lock key were activated.
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eekMame Stage [100%]

[Z] Sprite 1: [10.10,310.25] Copy, 1003
4 Block RETURMN; UpperCaze

EEE Internal Cast =] B3
«|» | |O0[BeckreTURN - 3@ | s
; I=l
case the key of abecde _l
RETURH,

EMTER:

3 11 1z =

Ll [

[llustration 9

(2)Writing the Script

Now that you have seen the movie in action, you should an idea of what messages need to
be sent. Open the "Seek and CreateUser" Movie Script in member 1 to see how | have
implemented this. Y ou may notice that | have used asingle callback handler: on
Def aul t MessageHandl er (). In most cases, areply from the server simply generates a new

command to be sent back to the server. Here are selected highlights from the handler:

on Def aul t MessageHand! er (e, i ncom ngMessage)
sender| D = i ncom ngMessage. sender| D
error Code = i ncom ngMessage. er r or Code
ShowSt at us(sender | D, error Code)

if not errorCode then
case sender| D of
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"Systenmt: -- connect ToNet Server
i f incomngMessage. recipients = ["Adm nMovi e"] then
-- V& logged on to the "SeekNane" novie

reci pi ent = "system DBF. sel ect Dat abase"
cont ent = "Users. dbf"
end if

"syst em DBF. sel ect Dat abase":

i f incom ngMessage. content = "Users. dbf" then
reci pi ent = "system DBF. sel ect Tag"
cont ent = "NAME_TAG'

"syst em DBF. sel ect Tag":

"syst em DBF. seek":

"syst em DBADm n. cr eat eUser ":
-- The new profile exists: use it tolog on to the Main novie
penConnection(field("userl D), field("password"), "Min")
exit
end case
error Code = gMJ nst ance. sendNet Message(recipient, " ", content)
ShowSt at us(reci pi ent, errorCode, TRUE)

el se -- The errorCode was not zero
i f senderl D = "system DBF. seek" then
case errorCode of
-2147216180, -2147216181:
-- The proposed user name was not found: we can create it.
-- Make the "system DBF. creat eUser" appear active.
sprite(5). bl endLevel = 255
end case
end if
end if
end Def aul t MessageHand| er
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Y ou could compare this with the pseudo-code above. If you want a challenge, you could
try to fill in the gaps. If you prefer an easy solution, put a debug breakpoint at the beginning of

the handler and follow the execution of the handler line by line in the Debugger window.

Note: In the DBReader.dir movie, the column containing the user names appears with
the heading "name”. If you use the "system.DBF.getReadableFieldList"
command, the server returns the property #name. However, in the Users.dbf
file, the tag associated with this column is "NAME_TAG". You must use this

value in order to get the "system.DBF.selectTag" command to work.

(2)Polishing the Product

The movie you have just made simply proves that the concept is feasible, but you could hardly

useit asit standsin area project. It'stime now to consider the user interface.

(3)Thinking Likean End User
In the specifications above, is there anything that the client has overlooked? Here are a

couple of points that you might need to discuss with the client:

» Suppose registered user A triesto log on from registered user B's computer. How could user

A do thisif the connection is made automatically with user B's log on data?

» Automatic connection means that the user's log-on name and password must be recorded on a
local disk. Will all users be happy about this?

Sit down with a pencil and paper, and think through the steps that the end users will need
to take in order to create their log-on identity. What sort of options are they likely to want? Are

these options all mutually compatible?

Can you design a series of og-on screens where the steps are smple and the options

clear?
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(3)Thinking Like a Developer
There could be an opportunity here to create a generic log-on module that you could re-

use for other multiuser contracts. Here are a couple of points that you might discuss with the

development team:
* Where does the generic module end and the client's specific content begin?

* A generic module might contain more elements than your current client wants. Could you
write a generic movie that allows you to provide exactly what your client is asking for, and
yet ensures that other features will be available for other projects? How much more work

would this mean now? How much time could it save you later?

(3)An Example

In the Multiuser\Register\ folder of the CD-Rom that accompanies this book you will find
the file "Register.htm™, which launches a 22K Shockwave movie entitled "Register.dcr” when
you open it in your browser. While you are considering the previous questions, you might find it
helpful to test this movie and compare the way it handles with the ideal 1og-on dialog that you are

planning to create.

If you haven't done so already, modify the "Authentication” value in line 241 of your
Multiuser.cfg file so that it reads:
XtraCommand = "Authentication UserRecordRequired"
Ensure also that you have aregistered user named "AdminMovie" with a userlevel of 80 and a
password of "Open5esame”.
Now launch the Multiuser Server on your development machine and open the "Register.htm"

filein your browser.

(3)Setting the Dialog's Parameters

There are four HTML filesin the same folder. Each opens the same movie (Register.dcr),
using adifferent set of external parameters. You'll need to use a different name and password in
each case. NoPass.htm doesn't require a password, OneUser.htm does. AutoL og.htm connects

you to the main movie automatically, without showing you a"Connect” button. Guest.htm
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allows you to log on as a guest: try using the user name and password that you set for one of the

other cases. You can also try using which don't exist or the wrong password for existing names.

The differences are due to the external parameters passed to the movie from the html page
itisembedded in. Open the html filesin aword processor and ook for the swList parameter.

For "NoPass.htm", it looks like this:
<obj ect >
<enbed>

swLi st = '[#noPassword: 1, #allowQuests: 0, #preferenceFile: "NoPass"]'

</ enbed>
<par am
name = swLi st
val ue = '[#noPassword: 1, #allowQuests: 0, #preferenceFile: "NoPass"]'
>
</ obj ect >

All four open the same "Lobby.dcr" movie once you have logged on, but each writes the
log-on data to a different Prefsfile. Once you have created a user for a given movie, press the

"Reload page” button in your browser to see how the movie will appear the next time you log on.

(3)Reverse Engineering

Before you open the unprotected "Register.dir" movie, try to work out how each feature
might have been implemented. Be warned: it is not nearly as simple inside as it may appear from
the outside. Making the dialog user-friendly means coping with alarge number of finicky

details. Here are some of the features that you should note:

» If your multiuser application is popular, there may be several new userstrying to register at
the same time. Each will need to log on using a different administration profile; otherwise
the server will refuse the connection. | provide alist of such profilesin the script of member
4. Youcanusethe " eat eUser” XtraCommand in the Multiuser.cfg file to ensure that

these administrative profiles exist.
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It isnot in your intereststo let hackers know what these administrative profilesare. Try
opening the Shockwave movie "Register.dcr" in awindow in Director's authoring
environment and see if you can determine what the user name and passwords are. Below are
some commands that might be helpful (but I hope not). These are some of the standard
"reverse engineering" techniques that a hacker might use on your movies. I've done my best
to defend my movie against them. When you open the Register.dir movie, take alook at the

"[Enhanced Security]" script so that you can adapt the same tricks to your own ends.

e' Meszage [_ |O]

L|=] =

hackWindow = windowi(xtra("Fileio") new() di=plavyOpeni)) =]
put hackWindow
— (window "F:~Multiuzer-Register~Fegister dcr")

the trace = 1
open hackWindow
—— open hackWindow

¥¥.5Dript: (member 4 ofca=tLllib 1) Handler: Getli=tIten
——> 1f member{d) scriptTezt = "" then
—> the trace = 0

tell hackWindow to put member(d) . names

— "[Enhanced Securitwy]"

tell hackWindow to put script{d) handlers()
— [#Getli=tItem]

tell hackWindow to put GetLi=ztItem()

— A

t2ll hackWindow to put GetListItemif)

r— "Thiz handler requires a password"

A ny

[llustration 10

The "Password" behavior places bullet or asterisk characters in the password input field while
you are typing. Thefield is however fully editable: changing the second asterisk will change
the second letter of the password. If you select to save the password to the hard disk, the
number of dummy characters that appear in the field is no indication of the real length of the

password.

The DBObjects server seems perfectly happy to record a username that contains a RETURN

character or one that is empty: it will return an errorCode of zero. However when you use
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"system.DBF.seek" to find the record you will discover that it has not been recorded as you

expected. The Register" movie ensures that the userID is perfectly valid before it recordsiit.

If you log on as a guest, you can't choose to save the password. If you don't save your
password, you can't log on automatically. The "Cascading Checkboxes" behavior determines
which options should be available at any given time and enables or disables the checkboxes
appropriately. Thisbehavior is somewhat overkill for this particular application. A slimmer
hardcoded version might do the job just aswell. The question is whether the time spent
creating a customized hardcoded feature pays off in the file size that is shaved off.

In the same vein as the automatic disabling of irrelevant choices, certain buttons are hidden
entirely if they are not needed. The parameters set in the html page determine which buttons

are visible and which are not.

Though it is not immediately evident, the movie looks after its own localization. If you run it

asamovie in awindow in Director and type...

gUser Language = "French"

...in the Message window, all the buttons names and titles will appear in French. If you run the

movie on a French OS, the same thing will happen automatically. The "Localization" Movie

Script checks (the envi ronment ) [ #osLanguage] and updates the texts automatically. If you

add other languagesto the Get Local i zedSt ri ng() handler, the movie will become

multilingual.

If you are an OOP purist, you may frown at my unabashed use of sendAl | Sprites inthe
less polished "ad hoc scripts®. | figured that using sendAl | Sprit es hastwo advantages
here: it leads to less code and thus a smaller file, and it requires fewer keystrokes and head
scratches than a more rigorous system would. This movie has few sprites and only a handful
of inter-sprite messages are sent. The extra CPU overhead used by sendAl | Sprites will

not make a noticeable difference to the reactivity of the movie.

If you use the File > Publish menu to create a compressed version of the Register.dir movie,
you will find that it weighs 28 994 bytes. My version of Register.dcr file weighs only 22 072
bytes. How did | manage that? | stripped commented text out of the "[Settings]” field, edited
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the "Fontmap.txt" so that it only deals with the fonts | use, and stripped all the author-time
only handlers out of the scripts. Removing handlerslike get Behavi or Descri ption() is
fairly innocuous. If you removethe get PropertyDescri pti onLi st () handler, be sureto
click the "Keep current” button when Director warns you that the property description list for

your various behaviors has changed.

(3Multiple profiles
Asyou saw earlier, once you have registered a user with a particular profile you are not

given the option of creating a second new user. Asit currently stands, the same Prefsfile can

host only one user profile at atime.

Look inside the Shockwave Preferences folder. Depending on your operation system,

system language and boot disk, you should find this at:

*  Window 98: C:\WINDOWS\SY STEM\MA CROM ED\Shockwave 8\Prefs\

*  Window 2000: C:\WINNT\SY STEM 32\M ACROM ED\Shockwave 8\Prefs\

* MacOS: Macintosh HD:System Folder:Extensions:Macromedia: Shockwave 8:Prefs:

(If you can't find it directly, try looking for "Shockwave 8"). Here you should find the
four files names "NoPass', "OneUser", "AutoLog" and "Guests' that the Register.dcr movie has
created. Open these to see what's inside: alist containing the userlD and perhaps a password and
an autoLogon property. It isthe presence of each of these files that prevents the Register.dcr
from proposing to create a new user profile. Delete one of these Prefs files and, in your browser,

relaunch the html page associated with it. Thistime, you should be able to create a new profile.

(3)Leave your mark

Hereisachallenge: can you adapt the "Register.dir" movie so that it allows you to create
multiple profiles? You could add a"New Profile" button at the "Log on" marker. This button
could simply jump the playback head to the "Choose name" marker. Y ou could create a new
parameter to indicate whether the button should be available or not. (Y ou would need to provide
adefault valuefor it in the "[Settings]” field and declare it in the "Settings" Movie Script).

If multiple profiles exist, what value(s) will you save in the Prefsfile?
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(1)Additional Security Features

With amovie like Register.dcr protecting entry to your server, you should be able to sleep
soundly. But the self-defense capabilities of the Multiuser Server don't stop there.

(2)Cryptic connections

For added security, you can also encrypt the connect ToNet Server message. This
means that even if the hacker were able to intercept the message that the administration movie
sends, he would still have to crack the encryption in order to discover the value of the #user | D,

#password and #novi el D parameters.

Both the movie and the Multiuser Server have to use the same encryption key. To set the
key for the server, open the Multiuser.cfg file and scroll down to line 81. Remove the #

comment character at the beginning of the line, and enter your own encryption string:

# Encryption key - if used, the connecting nachi ne nust use the
# exact same key in Connect ToNet Server ()
Encrypti onKey = SoneVer ySecr et SequenceW t hout Spaces

Including the encryptionK ey parameter in the connect ToNet Server () command can
be alittle tricky, since most variations on the syntax require that it come after a"mode"
parameter. The mode parameter tells the Multiuser Xtrawhat protocol to use with the Server: if
itsvalue is 0 (zero) or #smus (Shockwave MultiUser Server), then it the xtrawill format its
outgoing messages in away that the Multiuser Server can understand. If itsvalueis 1 or #text,
then the Multiuser Xtrawill send messages that an IRC or SMTP text server can deal with. (This
means, for example, that you can build your own email client in Director if you wish. But that is
beyond the scope of this book). The difficulty isthat, at the time of writing, certain variants of
the connect ToNet Server () syntax require a symbol for the mode parameter, while others
require an integer. Hereisalist of variations which should work (I use "EncryptionK eyString"

as an example, but you should use a different string):

errorCode = gMil tiuserlnstance. connect ToNet Server (" User namne",
"Password", "127.0.0.1", 1626, "Test", 0, "EncryptionKeyString")

errorCode = gMil tiuserl nstance. connect ToNet Server ("127.0.0. 1", 1626,
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[#user I D. "User name", #password: "Password", #novieid: "Test"],
#snus, "Encrypti onKeyString")

errorCode = gMil tiuserl nstance. connect ToNet Ser ver ([ #r enot eAddress: "127.0.0. 1",
#l ogonl nfo: [#userI D "User nane", #password: "Password",

#novieid: "Test"], #renoteTCPPort: "1626", #l ocal UDPPort: "1628",

#encrypti onKey: "EncryptionKeyString"])

errorCode = gMil tiuserl nstance. connect ToNet Ser ver ([ #r enot eAddress: "127.0.0. 1",
#l ogonl nfo: [#userID "User nane", #password: "Password",

#movieid: "Test"], #renoteTCPPort: "1626", #l ocal UDPPort: "1628"

#mode: 0, #encryptionKey: "EncryptionkKeyString"])

errorCode = gMil tiuserl nst ance. connect ToNet Ser ver ([ #r enot eAddress: "127.0.0. 1",
#l ogonl nfo: [#userI D "User nane", #password: "Password",

#novieid: "Test"], #renoteTCPPort: "1626", #l ocal UDPPort: "1628",

#nmode: #snus, #encryptionKey: "EncryptionKeyString"])

If you decide to use encryption, it isagood ideato copy the string from your
Multiuser.cfg file and paste it into your connect ToNet Server () command, to ensure that both
versions areidentical. If they are not, the connection will fail, since the information decrypted by

the server will be different from the information that was sent.

(2)MovielD Discrimination

The Multiuser.cfg file provides a means of allowing only movies with atrusted novi el D
to connect at lines 134-141. This means that you can prevent a hacker from using an unknown

novi el D to connect.

Iy
IT

# The Al owMbvi e val ue indicates a novie that can connect to
# the server. |If not set, any novie can connect. It nay

# be set multiple tines to allow nultiple novies.

# Continue with additional lines with a "\".

Iy
IT

A | owMbvi es = Your Movi eNane  \
Anot her Movi eNane
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Y ou can actually put several movielDs on the same line. If you want to include a spacein

any novi el D, put quotation marks round it. The following line...

Al owMbvi es = singl eVrdNane "t hree word nane"

... will produce output like thisin the server console:

+ 2001/01/22 17:10: 18 Myvi e si ngl eWor dNare cr eat ed.
+ 2001/01/22 17:10:18 Movie three word nane creat ed.

# Al ocation connections...

The only way to modify the list of accepted novi el Dsisto modify the Multiuser.cfg file.
Since thiswill have no effect on the Multiuser Server until it is relaunched, it means that you will
momentarily have to shut the server down. This meansthat your service will be disrupted. Itis
thus best to use this possibility only once you have finalized the list of novi el Dsthat will be

using the server. (See below for away of making this list more flexible).

Finalizing thelist of novi el Ds aso means finalizing the associated configuration files.
If you set avaluefor Al | owMbvi e, the server will automatically create the required movie
objectswhen it is launched. If thereisaconfiguration file for agiven novi el D, thiswill be read
at thistime. Changing the configuration file for the movie will have no effect until the server is
relaunched.

The Al | owMbvi e valueisonly fully effectiveif you also encrypt the connection
message. If you do not do so, a cunning hacker may intercept a connection message from a

trusted movie and discover what novi el D it uses.

(2)Enabling and Disabling Movies

Thelist of accepted novi el Ds set by the Al | owMbvi es valueisfrozen while the server
isrunning. You can limit thislist still further by using the " syst em novi e. di sabl e"
command. This meansthat you could initially provide alengthy list of potential novi el Dsin
the Multiuser.cfg file, then disable those that are not currently needed. If your Multiuser.cfg file

allows connections with the novi el D "Test", then you can use an administrative movie to
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prevent users from connecting with that novi el D. Hereisthe readout from the console of the

MUSyntax movie that shows this process:

errorCode = gMil tiuserl nstance. sendNet Message( " syst em novi e. di sabl e",
"anySubject", "Test")

put error Code

-- 0

=> [#errorCode: 0, #recipients: ["Adm nMyvie"], #senderl D "system novie.di sabl e",
#subj ect: "anySubject", #content: "Test", #tinmeStanp: 12145645]

errorCode = gMil tiuserl nstance. connect ToNet Server (" User Nane", "Password"”,
"127.0.0. 1", 1626, "Test")

put error Code

-- 0 (No error)

=> [#errorCode: -2147216222, #recipients: ["UserName"], #senderlD "Systent,
#subj ect: "Connect ToONet Server”, #content: <Null>, #tinmeStanp: O]
** BError -2147216222: Invalid novie ID

If you later wish to connect to your server with a new movie, you could re-enable the

movie"Test", and use "Test" asthe novi el D parameter in the connectToNetServer() command

of your new movie.

errorCode = gMil tiuserl nstance. sendNet Message( " syst em novi e. enabl e", "anySubj ect",
"Test")

put errorCode

-- 0 (Aucune erreur)

=> [#errorCode: 0, #recipients: ["Adm nMvie"], #senderlD "system novie. enabl e",
#subj ect: "anySubj ect", #content: "Test", #tineStanp: 12630307]

errorCode = gMil ti userl nstance. connect ToNet Server (" User Narme", "Password",
"127.0.0.1", 1626, "Test")

put errorCode

-- 0 (Aucune erreur)

=> [#errorCode: 0, #recipients: ["UserName"], #senderlD "Systeni, #subject:
"Connect ToNet Server", #content: <Null>, #timeStanp: O]
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The"syst em novi e. di sabl e" command and the AllowMovies configuration value
work independently of each other. The "syst em novi e. di sabl " command could be used on
itsown, for instance, to prevent users logging on to a competition movie after the deadline for
last entries. Using the two techniques together gives you tight but flexible control over which
movi el Ds can be used to access your server and this gives hackers a harder time. The down side

isthat you cannot alter the configuration of a particular movie without relaunching the server.

(2)Absolute Addresses

One of the easiest ways a hacker can parasite your Multiuser Server isto copy one of your
own Multiuser movies out of his browser cache and place it on hisown site. By doing this, the
hacker steals your intellectual property, your bandwidth and available connections on your

server. You do al the work, and he takes credit for it on his site.

The solution is simple: you indicate in the Multiuser.cfg file the absolute path to the
official version of each of the moviesthat is allowed to connect to the server. Takealook at line
167:

Movi ePat hName = htt p: //waw nydonai n. cond nyMovi e. dcr

Replace the dummy file name by the absolute path to your own movie. Note that thefile
extension (dir or dcr) isimportant. Use the continuation character to add more movie names,
each on a separate line. If a path name contains a space, the whole path should be enclosed in
guote marks. Make sure that you include the absolute path to any administrative movies that you

might want to run.
Here's an explanation from Macromedia's David Simmons:

The MoviePathName attempts to match a string with what the client's "the moviePath"
property is. The way it works is the client xtra asks Director for "the moviePath" and includes it
in the logon packet sent to the server. That string must match with the one you specify in

Multiuser.cfg to allow the user to log on.

Note: Users connecting to your server from a movie on their hard disk may log in with

an arbitrary value for t he novi ePat h. Fortunately, this MoviePathName check
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only occurs if you use the property list format for the connect ToNet Ser ver ()
command. This means that can use this technique to protect your Shockwave
movies and yet still allow users to log in from a local disk. Simply use the plain
vanilla parameter format for movies which you want to accept regardless their

value for t he novi ePat h:

mul nst ance. connect ToNet Ser ver (" user Nane", "password", "123.45.67.89",
1626, "noviel D")

(2)Trusted Domains

The Multiuser Server must know the IP address of each user that connects in order to be
able to send messages back to the user. From Director 8.5 onwards, this IP addressis available
to the server-side scripts.  The server creates a”ServerUser" object for each connected user: the

ServerUser object has the following properties:

* nane
e userlLevel
e serverMvie
* i pAddress

e creationTi ne

Y ou can thus use server-side scripting to ensure that only users from certain domains (IP

addresses) can connect to agiven movie. For example:

on userLogOn(me, novie, group, user)
case novi e. nane of

"RestrictedAccess": -- Add ot her novi el Ds which use the same domai ns here
if user.ipAddress <> "123.45.67.89" then
put "!!! User "&user.nanme&' attenpting to connect to \

novi e "&ovi e. nane&' fromthe domai n "&user. i pAddress
-- Disconnect the novie i mrediately

novi e. sendMessage( " system user. del ete", "", user.nane)
end if
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-- Add other novies with different parameters here
end case
end

You will find a script that does this in the Multiuser\RestrictedAccess\ folder on the CD-
Rom. You will need to copy the Restricted.ls script into the "Scripts® folder next to your server,
and add aline to the on scriptMap handler in the Scriptmap.|s script:

t heMap. append([#moviel D "*", #scriptFileName: "Restricted.1s"])

The asterisk (*) means that the Restricted.Is script's user Logtn handler will be called
each time a user connects, regardless of the novi el D used. You could modify this so that the
Restricted.ls script is only used for certain movie names. See Figure 6 above for an idea of how

the Scriptmap.ls script should look.

(2)Undocumented Feature

If users from a particular domain have been disrupting your server or one of its movies,

you can use aline like the following in either the Multiuser.cfg or amovie configuration file.

Bl ockl PAddress = 123.45.67.*
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Thiswill rglect connections that match the IP address. Unfortunately, you won't be able to
implement this dynamically as soon as you notice interference from a given domain. 'Y ou will
have to halt the server or delete the movie from the server since changes to the configuration file
will take effect when the configuration file is reloaded.

Y ou can list multiple addresses or patterns to match, or have multiple linesin the
configuration file. If you use a pattern, you don't need to provide afull address: 123. * hasthe
same effect as 123. *. 45. 67. All information after the asterisk isignored. This can be useful if

you are working on an intranet, and you want to limit access to a particular group of users.

Aswith all undocumented features, Macromedia takes no responsibility for your use or

misuse of thistag. Y ou might find that a server-side script gives you more flexibility.

(2)A Last Word on Server Security

The default configuration for the Multiuser Server makes it easy to get started. Any user
with any password and movielD can connect. Once the content on your server starts to attract
attention you (and your clients) may find it important to tighten up the security aspects. By
customizing the configuration and adding server-side scripting, you can make your server much

more difficult to attack.

However, all this assumes that the machine your Multiuser Server isrunning is itself
protected from intrusion. The Multiuser Server can do little to protect itself if a hacker can gain
access to the files on the machine's hard disk. Discuss with your network administrator what

firewall and proxy systems may be most appropriate.
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